
User Permissions 101

This session reviews user permission levels available within a User 
Group. This includes permissions pertaining to specific objects, 
technical metadata, and access to data returned from failed quality 
assessments. Learn what levels are appropriate for specific tasks, and 
how to save time managing permissions for a large user population.

Workshop Wednesday #15

March 18 2020



Logistics

• 1st half of session is presentation and will be recorded

• 2nd half of session is discussion and will not be 
recorded

• You will receive the link to the recording tomorrow

• If question or comment put in the chat / question box



• Jim Walery

• IData, Director of Marketing

• jwalery@idatainc.com

• Brenda Reeb

• IData, Data Management Consultant

• breeb@idatainc.com



Welcome

Say Hi in Chat – institution, number of people, what you want to learn 
about

Workshop Wednesdays on the horizon - 2PM EST

March 18 User Permissions 101

April – no session – Conference Season

May 20 Managing Reference Data

June 17 Tips to Manage Data Cookbook Content



Data Cookbook Help Page



Training Resources



Support



Documentation



More Support:

• Pop Up Help within 
Data Cookbook 
(triangle in lower right 
corner)

• Ask clients – Post to 
Questions and Support 
in the Forum



Workshop Wednesday Agenda

1. User Permissions and User Groups
1. Objects

2. Data Systems

3. Research Data

2. User Permissions and Workflows
1. Objects

3. Some differences Knowledge vs Enterprise



Permissions and User Groups

• 5 Levels

• 3 Things Permissions apply to

• 2 Matrices + Special Row

• Demo: Objects 

• Demo: Data Systems and Research Data

• 2 ways to assign users to a User Group

• 3 ways to view Permissions



5 Levels

1. Hidden (Technical metadata)
Can see it exists; can’t see it

2. View
See all info on all Objects, includes unapproved objects

3. Editor
Create New, Create New Version, edit right side panel

4. Manager
Same as Editor, plus Delete object and change Functional Area

5. Administrator
Same as Manager, plus system settings, codes, Approve on Import



3 Things Permissions Apply To

1. Objects
Definitions | Specs | Rules | Reference Data List

2. Data Systems
Banner | Argos Block | Data Mart | Slate 

3. Research Data
Rows that fail Quality Rule threshold



2 Matrices + a Special Row

• Permissions Matrix

• Research Data (Enterprise) Matrix

• Data Systems Info ROW



Permissions 
Matrix 
for Objects



Data Systems Info Row



Research 
Data 
Matrix



Demos

• Objects

• Data Systems Info

• Research Data



Permissions 
Matrix 
(for  Objects)



Objects - Manager – Reggie Stration



Objects - Editor – Dan Helper



Objects - View – Ron Employee



Objects - Hidden Technical – Connie Sumer



Objects - Administrator – John Admin



Data Systems Info Row



Data Systems Info – Editor - Tech Nichols



Data Systems Info – View – Ron Employee



Data Systems Info - Hidden – Connie Sumer



Data Systems Info – Admin – John Admin



Research 
Data
Matrix 



Research Data – Edit - Reggie Stration



Research Data – View – Peter Jones



Research Data – Hidden Connie Sumer



Research Data – Admin – John Admin



2 Ways to Assign

1. User Profile Page

2. User Group Page

Default assignment to All Users group upon user account creation.



User Page



User Group Page



3 Ways to View

1. User home page

2. User Group Page

3. Permissions link under Organization Tab



User Home Page – Reggie 



User Group



Organization Tab > Permissions



User Permissions and Workflow

• This section assumes some Workflow admin experience

• Forget the User Groups

• Get permissions at the Step 

• Permissions only good for objects in that Step

• 2 permission levels
• Edit | Collaborate

• Approval occurs via Transition Actions.  It is unrelated to permissions.



Allowable Actions within a Step



Allowable Actions – no actions!



Transition Action grants Approve



Summary

• Functional Areas are key element – sets the grain

• Be generous with Editor, be stingy with Manager

• Everyone initially lands in All Users and stays there until an 
Administrator manually moves them to another User Group.

• Permissions are independent of Data Governance roles.  

• Permissions are independent of who “Approves” objects

• Take time to understand Data System Info vs Technical metadata 
permissions.



Be Part of the Community

community.datacookbook.com

• Open to everyone

• Content from regulatory agencies and other 
institutions.

• Data definitions, Specifications, Contact information, 
Documentation

Watch for your community forum news emails



News Updates



Workshop Wednesday 2020

• Purpose: Short, fun, and focused on features

• Upcoming Dates and Topics:
March 18 User Permissions 101
April – no session – Virtual Conference Season
May 20 Managing Reference Data
June 17 Tips to Manage Data Cookbook Content

• Review Previous and Upcoming Workshop Wednesdays 
Here: 

• https://go.idatainc.com/dcb-workshops

• Contact Brenda if you’d like to suggest a topic
• breeb@idatainc.com 

https://go.idatainc.com/dcb-workshops


Upcoming Webinars 2019-2020

• http://www.idatainc.com/about-us/idata-webinars/

http://www.idatainc.com/about-us/idata-webinars/


Data Governance Resources Page

http://go.idatainc.com/dg-resources



Send your topic suggestions!

• YouTube Channel Videos

• Blog Posts

• Webinars

• Workshop Wednesdays

• Just-in-Time Trainings 

Contact us at marketing@idatainc.com

Help Us Provide You With Information You Want



Be Social

Follow us on LinkedIn for company and product information
www.linkedin.com/company/idata-incorporated

Follow Us on Twitter for to the minute information
@idatainc and @datacookbook

Subscribe to YouTube Channel for how to videos 

www.youtube.com/user/DataCookbook

Subscribe to our blog posts for educational information
www.idatainc.com/insights/

Follow us, share with others and provide us with content we can tweet out

marketing@idatainc.com

http://www.linkedin.com/company/idata-incorporated
http://www.youtube.com/user/DataCookbook


Let Us Know

• Interested in any of the following: 
➢Providing a testimonial quote

➢Being a Data Cookbook reference

➢Having a case study done about your institution

➢Writing a blog post

➢Co-presenting at a conference or on a webinar

• Send email to marketing@idatainc.com if interested


